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Abstract:  

To support the computational demand of real-t ime latency-sensitive applications of largely geo-distributed IoT devices/sensors, a 

new computing paradigm named Fog computing has been in troduced. Generally, Fog computing resides closer to the IoT 

devices/sensors and extends the Cloud-based computing, storage and networking facilities. These devices, called fog nodes, can 

be deployed anywhere with a network connection: on a factory floor, on top of a power pole, alongside a railway track, in a 

vehicle. Any device with computing, storage, and network connectivity can be a fog node. Examples include industrial 

controllers, switches, routers, embedded servers, and video surveillance cameras.  
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I. INTRODUCTION 

 

Now a day, most information is accessible on mobile devices. 

Social media data, emails, files and even bank account 

informat ion is easily available on mobile devices simply with 

an internet connection. Yes, the Cloud is making it  all happen. 

However, slow bandwidth is covertly contributing to the 

increase in restrictions of a wireless network. 3G and 4G 

cellu lar networks aren’t efficient enough to transmit data from 

devices to the Cloud at the same speed that the data is 

generated. Thus, Cisco decided to store and process this 

volcano of data on the routers that are present between the 

Internet and end user devices and deliver content to the end 

users through a more geographically distributed platform.   

This new methodology of edge computing is focused on 

distributing data by moving it  closer to the end user to remove 

latency and sustain mobile computing. [3] The term fog 

computing is g iven by CISCO as a new technology in which 

mobile devices interact with one another and support the data 

communicat ion within the Internet of Things.  

 

 
Figure.1.Fog Computing 

The term IoT is a giant network of connected "things"    

(which also includes people). The relat ionship will be  

between people-people, people-things, and things-things. Fog 

computing is a distributed computing paradigm that acts as an 

intermediate layer in between Cloud data centers and IoT 

devices /sensors. Here the term edge refers to different nodes 

to which the end user is connected and it is also called edge 

computing. So we can  conclude that Fog=Internet of Th ings + 

Cloud. It offers to compute, networking and storage facilities 

so that Cloud-based services can be extended closer to         

the IoT devices/sensors. [1] Since Cloud data centers are 

geographically centralized, they often fail to deal with storage 

and processing demands of billions of geo-distributed IoT 

devices/sensors. Typically, a Fog computing environment is 

composed of traditional networking components e.g. routers, 

switches, set top boxes, proxy servers, Base Stations(BS), etc. 

and can be placed at the closer proximity of IoT 

devices/sensors. Consequently, the networking components 

enable Fog computing to create large geographical 

distributions of Cloud-based services. Besides, Fog computing 

facilitates location awareness, mobility support, real-time 

interactions, scalability and interoperability. Mobility is 

compromised due to the huge number of nodes. The main task 

of fog is to deliver data and place it closer to the user who is 

positioned at a location which at the edge of the network.  

 

II. SIMILAR CONCEPTS  

 

There are similar concepts such as mobile cloud computing 

(MCC) and mobile-edge computing (MEC) which have 

overlap with fog computing. MCC refers to an infrastructure 

in which both the data storage and the data processing happen 

outside of the mobile devices. Mobile cloud applicat ions move 

the computing power and data storage from mobile phones to 

the cloud, providing applications and mobile computing to not 

only smartphone users but also a much broader range of 

mobile subscriber.[8] MEC can be seen as a cloud server 

running at the edge of a mobile network and performing 

specific tasks that could not be accomplished with traditional 

network infrastructure. Fog computing seems like the 

combination of MCC and MEC, while it  distinguishes itself as 

a more promising and well generalized computing paradigm in 

the context of Internet of Things. 
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III. HOW DOES  FOG WORKS? 

 

Developers either port or write IoT applications for fog nodes 

at the network edge. The fog nodes closest to the network edge 

ingest the data from IoT devices. Then the fog IoT application 

directs different types of data to the optimal place for analysis.  

 

● the most time-sensitive data is analyzed on the fog node 

closest to the things generating the data. The most time-

sensitive requirement is to verify that protection and control 

loops are operating properly.[5] Therefore, the fog nodes 

closest to the grid sensors can look for signs of problems and 

then prevent them by sending control commands to actuators.  

 

● Data that can wait seconds or minutes for action is passed 

along to an aggregation node for analysis and action. Each 

substation might have its own aggregation node that reports 

the operational status of each downstream feeder and lateral.   

 

● Data that is less time sensitive is sent to the cloud for 

historical analysis, big data analytics, and long-term storage 

(see sidebar). For example, each of thousands or hundreds of 

thousands of fog nodes might send periodic summaries of grid 

data to the cloud for historical analysis and storage. 

 

What happens in the fog and the cloud: 
 

Fog nodes:  
 

 Receive feeds from IoT devices using any protocol, in 

real t ime  

 

 Run IoT-enabled applicat ions for real-t ime control and 

analytics, with millisecond response time  

 

 Provide transient storage, often 1–2 hours 

 

  Send periodic data summaries to the cloud    

 

The cloud platform:   
 

 Receives and aggregates data summaries from many fog 

nodes  

 

 Performs analysis on the IoT data and data from other 

sources to gain business insight  

 

 Can send new application rules to the fog nodes based on 

these insights 

 

IV. WHEN TO CONSIDER FOG  
 

 Data is collected at the extreme edge: vehicles, s hips, 

factory floors, roadways, railways, etc.  

 

 Thousands or millions of things across a large geographic 

area are generating data. 

 

●    It  is necessary to analyze and act on the data in less than a    

second 

 

V.  ISSUES  
 

Here we discuss various issues in context of fog computing.  
 

1. FOG NETWORKING: Due to located at the edge of 

Internet, fog network is heterogeneous. The duty of fog 

network is to connect every component of the fog. However, 

managing such a network, maintain ing connectivity and 

providing services upon that, especially in  the scenarios of the 

Internet of Things (IoT) at large scale, is not easy. 

 

2. QUALITY OF S ERVICE (QOS): It  is an important 

metric fo r fog service and can be divided into four aspects 

namely Connectivity, Reliability, Capacity and Delay.  In a 

heterogeneous fog network, network relay ing, part itioning and 

clustering provide new opportunities for reducing cost, 

trimming data and expanding connectivity. As the fog nodes 

resides between cloud and user, and the selection of fog node 

from user end will heavily impact the user performance. 

Reliab ility can be improved through periodical check-pointing 

to resume after failure, rescheduling of failed tasks or 

replicat ion to explo it executing in parallel. But check pointing 

and rescheduling may not suit the highly dynamic fog 

computing environment since there will be latency, and cannot 

adapt to changes. Replicat ion seems more promising but it 

relies on mult iple fog nodes to work together. mFog 

computing works similar in context of cloud, but in cloud 

everything is placed at one place while in fog computing they 

are distributed, For example, a fog node may need to compute 

on data that is distributed in several nearby nodes. The 

computation cannot start before the finish of data aggregation, 

which defin itely adds delay to services. To solve this, we may 

leverage user mobility pattern and service request pattern to 

place data on suitable fog nodes to either minimize the cost of 

operation, the latency or to maximize the throughput. Data 

placement in federation of fog and cloud also needs critical 

thinking. [8] The challenges come from how to design 

interplay between fog and cloud to accommodate d ifferent 

workloads. Due to the dynamic data placement and large 

overall capacity volume in fog computing, we may also need 

to redesign search engine which can process search query of 

content scattered in fog nodes. 

 

3. COMPUTATION OFFLOADING: Computation 

offloading can  overcome the resource constraints on mobile 

devices since some computation-intensive tasks can benefit 

from offloading in  performance of applications, saving storage 

and battery lifet ime. [10]The main challenges in offloading in 

fog computing are how to deal with dynamic. There are 

questions such as which granularity to choose for offloading at 

different hierarchy of fog and cloud; how to dynamically 

partition application to offload on fog and cloud; and how to 

make offloading decisions to adapt dynamic changes in 

network, fog devices, and resources etc. 

 

4. S ECURITY: The security is implemented by using decoy 

informat ion technology. Two methods are considered, namely 

User behavior profiling and Decoy. In User behavior profiling 

they checked how, when and how much amount of 

informat ion a user is accessing. The user’s activity is 

monitored to check for any abnormality in the data access 

behavior of the user. The second technology is decoy in which 

informat ion which is bogus or we can say fake such as honey 

files, honey pots, etc. are used to confuse the attacker or 

malicious intruder by depicting the informat ion in such a way 

that it seems real. 

VI.   COMPARIS IONBETWEEN  FOG AND CLOUD 

COMPUTING 

 

Some distinctive characteristics of Fog and the Cloud are 

given below- 
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TABLE.1 . COMPARIS ION BETWEEN FOG AND 

CLOUD 

 

FOG COMPUTING CLOUD COMPUTING 

Distinguishing 

characteristics are 

proximity to end users and 

dense geographical 

distribution.  

Distinguishing 

characteristics are 

virtualizat ion, accessibility, 

flexib ility and scalability.  

It reduces service latency, 

improves QoS and results 

in greater user experience. 

It ensures high scalability, 

low cost, no maintenance, 

improved accessibility, 

flexib ility and security. 

Services are hosted at the 

network edge or end 

devices like set top boxes or 

access points. 

Services are hosted in 

virtual servers, over the 

internet and not in your 

hard drive. 

It supports Internet of 

Everything applications that 

that demand real time or 

predictable latency. 

It supports server hardware, 

applications and most of 

type data. 

It is based on the principle 

of isolation o f user data that 

lives on edge. 

All data is centralized  

within one or more data 

centers. 

 

VII. CHARACTERISTICS  OF FOG COMPUTING 

 

Elastic resources including computation, storage and 

networking are the build ing blocks of both the cloud and the 

fog. Still, there are several unique characteristics of fog 

computing that make it a non-triv ial extension of the cloud.  

 

•Edge location: Due to close proximity to end users, the fog 

possesses the capabilities to support latency-sensitive 

applications that require real-time data processing.  

 

•Location awareness : In stark contrast to the centralized 

cloud, the services delivered by the fog are widely distributed . 

The geographical distributed fog nodes have the ability to 

derive their locations and track end users' devices in order to 

support mobility.  

 

•Real-time interactions : Rather than bulk processing, fog 

applications involve real-time interactions.  

 

•Edge analytics: In the era of b ig data, fog computing can 

support analyzing sensitive data locally instead of sending it to 

the cloud for analysis.  

 

•Scalability: The cloud might become the bottleneck if the 

data generated by end devices are constantly transferred to it. 

Fog computing helps alleviate the burden of the centralized 

processing, thus addressing the scalability challenge stemming 

from the proliferation of end devices in the IoT.  

 

VIII. CONCLUS ION 

 

Fog computing g ives the cloud a companion to handle the two 

Exabyte of data generated daily from the Internet of Things. 

Processing data closer to where it is produced and needed 

solves the challenges of exploding data volume, variety, and 

velocity. Fog computing accelerates awareness and response 

to events by eliminating a round trip to the cloud for analysis. 

It avoids the need for costly bandwidth additions by offloading 

gigabytes of network traffic from the core network. It also 

protects sensitive IoT data by analyzing it inside company 

walls. Ult imately, organizations that adopt fog computing gain 

deeper and faster insights, leading to increased business 

agility, higher service levels, and improved safety.  
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